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N: HTTP FIDNS T oot e e e e e
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Seug — 43R WIRESHARK

« KW HE

T SLEG, T RS2SRSS WIRESHARK [F3EAfE T, M%E PING Ay & B IUEL IR I,
N5 25 i o — o) sy TR 5900

. SEIGIIE
WIRESHARK
=. LGS

o 2% AT A R 2 T AR (i S s e, RIS BRI . B S
Bl SGEL, EA VNI 0 4E— Nz 451, 8RR AT
SEMST G . v thiEmE BAH i (payload) MR

Wireshark (R Ethereal) & — AN L8460 /0 M4 fF o IR 2% 60 70 T Bk AR (R T e
SR 2% B, TR AT AR N H RO TG X 48 A BTk . Wireshark {3
WinPCAP {4 1, EH5 MR AT HERE #OCSSHe . 78 GNUGPL 18 ¥ AT IE ) O)
e B 5 A58 FH 2 AT DA A S 2l AR BRUAS 0 5 FLURARAS , 4 S0 LAY
MBS & A AR . Ethereal J& H A4t 552 (1 W 2% B Q4 ik ik 2

. SEHE
1. f# F WireShark BfFit )€, HMHCEHL
9. SEXP IR

1. i WireShark it yg, PNHGE A

1.1 HUMiE7R WireShark JUELARE AL uESHE 0 7% (B8
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1.2 {E Windows WA PR A AT 2: ipconfig /all, = R/RAHLH)
Im é% /f%‘ l%\ o

1.3 WEIBITEE R, RS ANAFI LR hE, 1P Huht. @l 1 fros

|E1: hernet adapter SiEFE:

Connection—specific DHE Suffix . :
Descrdption . . . o & . . &« &« & o & Intel{R} PRO-1888 PL Hetwork Connect
ion
Physical fAddress. . - . - - - - - =[:°—15‘-'55‘-2'F—'TE—'?EI
Dhcp Enabled. . - < = & & = = & - :
IP Addeees. . . - - & & <« « =« - - = 172.16.1.98
Subnet Mazk . . . . - . . . . . » ¢ 25G6.255.255.8
Dafault Cateway . . . . . . . . - ¢ 172.16.1.1
NHE Samnmes 2 A7 16 7o
Kl 1

1.4 M http://openmaniak. com/cn/wireshark use. php#menus, 2#>] WIRESHAR
K B 775, FERIEARE.

1.5 M http://product. pconline. com. cn/itbk/wlbg/network,/1305/3305248.
html#ad=7094, %3] PING iy & ML, FERIZGSSENSEHNEE.

1.6 PING 55121 [F] 2= [) 1P, Ad FHA i oE, PUHGE (.

fi. SERHREZER:

S T S AE AR -
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—. ZBHK

WSS, 7RSI RS WIRESHARK ML A, W% PING 4y 23N 1E
O, % 8 it e — X sl s L 5 10

—. SR
WIRESHARK

= ERAE

M. sRBP R (B0 A0

T LSRR GERIK B SR

N~ Lk
CAT LA RIS HIEZS: 1o MAC HEHLAN TP HubE K BIRAT 47 20 SHRAGE—
SR, SRR IR, B TP IR, UMREIE G RN TP, )
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SEE = 802. 3 PN A AT R BAK N
—. LHKHK

ST 802 3 B, MR LIA M =X
. SRIOIRIE

WIRESHARK

=, ZBRARE

L AFHRIF I LR i

L AFERIF M LR R

1. 1{E IE W, &#% “ TH/Internet /MR w4, 1ET W AR5
7. Nl 1 FIE 2 fros

Internet &M @E‘

# =z BR | nE |EE 8% =3

ATLEI .
HibE ®): [http:/fwww. Daidu. con/ |

[ERZER © | [#RBUWT @ | [#RZET 6 |

Internet IERTICEE

‘ FIEER Internet TITFMETERERILARD  ZHATLL
RELUEEREIER .

(B2 cockie= .| [HRER®. | [ #BE... |

AR

“History” PR ROEACHENEE . TERPR
@ B EEEE AN .

FREFEREERPATNE [0 o] [ ERDLER O

(Few.. |[Few. . |[#sw.. |@Eo&e. ]
i
1
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SEHEE Internet IEEIHIEPRIEREME?

L.;

SE AT RS E T AE BB R IR A
RREs: B BRATLFI 3 (D)

| [ mE |

K2

1.2 J3%) WIRESHARK, 45020 %%k, Wl 3 frs

I E MEE MEE ERE MEC Se) Hte HEQ TRo #Ew
X2 Q¢+ TL(EBE QAQAFRN #EB »
B FzFl

Ho. Time Source

=S

192.168.74.2 MNBMNS - Refresh NB <01><02>_ MSBRC

2 1499945 192.168.74.129

3 3000282 192.168.74.129 192.168.74.2 MNBMNS  Refresh MNB <01=<02>_ MSBRC

4 4496649 192.168.74.129 192.168.74.2 MNBMS  Refresh MNB PBYW-9CB3FBIESTE<
55989930  192.168.74.129 192.168.74.2 MNBMS  Refresh NB PBYW-9CB3FBIESTE<

6 7495026 192.168.74.129 192.1868.74.2 MNBMNS  Refresh MNB PEW-9CBIFBIESTE<
78995408 192.168.74.129 192.168.74.2 MNBMS  Refresh MNB PBYW-9CB3FBIESTE<

g 10495347 192.168.74.129 192.168.74.2 MNBMS  Refresh NB PBYW-9CB3FBIESTE<

9 11.995320 192.168.74.129 192.168.74.2 MNBMS  Refresh MNB PBYW-9CB3FBIEST6<
10 13.495644  192.168.74.129 192.168.74.2 MNBMS  Refresh MNB MSHOME< 1d>

11 14990983 192.168.74.129 192.168.74.2 MNBMNS  Refresh NB MSHOME= 1d>

12 16491069  192.168.74.129 192.168.74.2 MNBMS  Refresh MNB MSHOME< 1d> v

! A

# Frame 1; 110 bytes on wire (880 bits), 110 bytes captured (880 bits)

# Ethernet I1, Src: Vimware_75:25:5b (00:0¢:29:75:e5:5b), Dst: Ymware_el:2e:9e (00:50:56:e1:2e:9)
# Internet Protocol, Sre: 192.168.74.129 (192.168.74.129), Dst: 192.168.74.2 (192,168 74.2)

# User Datagram Protocol, Src Port: netbios-ns {137, Dst Port: netbios-ns (137)

0000 005056el 2292 000c 29755500800 4500 PY..... Ju[. E.

0010 0060 02bfO00080 11 21fac0a84a8lclad "...... Edl
0020 430200890089004c 4061805040000001 1. L @af@...
0030 00O00O00OD0D01 2041 42414345650465045 ... A BACFPFPE b
(@] VMware Accelerated AMD PCHet Adapter (- BFE: 12 ZTHE: 12 HiEHE: 0 EEEIfﬁFDefault
&3

1.3 fENE Ak AE R4 N http://shou. edu. en. WK 4 fix
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http://shou.edu.cn

£ o B

Wit TE GE WK R

Kptek it 40 J 4

DU RS AR A— 2015
B
BRI R AT RSN

BEET 0 SRR R [ ey BT
1TEERE

httpss/fwww.shou.edu.cn/2019/0103/c147a2391 77 /page htm

K 4

1.4 5 b5 1475k B, RBIRETFENLR ARS8 shou. edu. en &IEH] HTTP GET
WX B 5, VLRSS 28 RIEFIIR FNL /) HTTP M4k S 5. Wk 5

B

i VEware Accelerated AND PCHet Adapter (Microsoft’ = Packet Scheduler) — Wireshark

IE HEE) MEW =i e Sitw HitE HEEQ TAO #Rho

B a e EEXZE Ae+»>xTLI|EE Qb #¥8%x B
g [ | » ==t ER iz

Ha. Time Source Tlestination Frotocoel Info ~
131852 qal e 0245 12 192.168.74.129 TCP [TCP segment of a reassernbled POU]
14 12523564 192.168.74.129 128,119,245 12 TCP ansoftim-1 > http [ACK] Seq=304 Ack=3473 Win=6424(
15 12535446 128,119,245 12 192.168.74.129 TCP [TCP segment of a reassermbled POU]
16 12535501 128,119,245 12 192.168.74.129 TCP [TCP segment of a reassermbled POU]
1718535523 12919245010 192.168.74.129 HTTP HTTR/1.1 200 Ok (textihtml)
18 13535591 192.168.74.129 sl aaler b TR ansoftim-1 > http [ACK] Seq=304 Ack=7457 Win=6424(

13.545302 192.168.74.129 128110 P52 T hED ansoftdm-2 > http [SYM] Seq=0 Win=64240 Len=0 MSS

19

21

13579370

19216 25
128.119.245 .12

28.119.245 .12
192.168.74.129

/ COVEr_ S HTTR/1.4
http > ansoftlm-1 [ACZK] Seq=7457 Ack=588 Win=6424(

B [SEQFACK analysis]
= Hypertext Transfer Protocol :
= GET Jethereallabs/cover_smal.jpg HTTR/1. 10
& [Expert Info (Chat/Sequence): GET fethereaHabs/cover_smal.jpg HTTP/1. 1]

TCP
22 14013774 128.119.245 12 192,168 74,129 TCP [TCP segment of a reassembled PO
23 14013829 128.119.245.12 192.168.74.129 TCP [TCP segment of a reassembled POU]
24 14013851 128.119.245.12 192.168.74.129 TCP [TCP segment of a reassembled PO ¥
| >
# Checksum: 0x3397 [validation disabled] ~

Reauest Method: GET v
0000 005056 el 269 000c 2975e55h 08004500 PV..... . E
0010 0144 027a40008006 76 8cc0a84a8l18077 Dz@.. v..l.w
0020 f50c043b 0050 cche 42 fOO07 01 Be 25018 .., P MN..NP.
0030 fa f0 33 97 00 00 47 45 54 20 2f 65 74 68 65 72 ..3..GE T fether v

) [FCf: “C: \DOCIME™1pbw \LOCALS "1\ Tenp'wi- BZLE. 1

ETHE 108 GLEE 0 2558 0

EEE It Dafault
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& 5

1.5 i%EF#¢ “Analyze—>Enabled Protocols”
e 6 frs

i Wireshark: EHMA#H Y - BEEZLFE:-Default

T 1P IR L £, i 0K,

BRI -

Internet

R 4 ~ PHEER
INAF Internet Meszage Aocess Frotocol
INF Internet Meszage Format
IHAF Intelligent Network Application Frotocol
InfiniBand InfiniBand
InfiniBand Link InfiniFand Link
IHITSHUTIOWH Init shutdown =zervice
Interlink Interlink Protocel
TO-Ew TwinChT IO-EAN
I0XIDResolver DCOM OXID Resolwer

IP/TEEE1394 Apple IP-owver—-IEEE 1394
IFA GEM ower IP ip. access CCM sub-protocol
IPARS International Passenger Airline Reserwation System
IFComp IF Fayload Compression
IFDC IF Device Control (55T over IF)
IFFC IF Ower FC
IFNMI Session Intelligent Flatform Management Interface (Session Wrapper)
IEMI/ATCA Intelligent Flatform Management Interface
IPHET Solaris IFHET 3
| &
TR IS S E R
EEEEERIEEE
#Bh 1) | w20 || mAw || BEo |

K6
fi. ERREER:

LSRR T BRI S SR TR
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SEIS=. PING £y #JiK

—. ZXKHEK

BIR XA A HIVEH] s B A X 2% iy & 1 2 ZEK T % PR I 45 iy
L EESHUNE Lo

. SR
WIRESHARK
=. LR

FEM A8 AR b, S A IR 55 28 125 L 1) 5 e il « A A 2
AT E NIRRT RN A B4R R e TCP/IP MGl A K R G AE
JH DHCP Z3-fic. TP Hbhik B 5 4 4 1 B A5 (1) TCP/ TP WS e B AL, LA JL i 1 f
AN IIZAT I DL, DA R I 2% 1R de e v, CRAIEHEAN X 48 ¥ I 9 18 4T« 7E Windows
et 7 LT i AT R

(1) ping: M T MK THENLZ B R, X2 W 2% 0 B a5 F I A 2

(2) ipconfig: HTEF MATIIEMNLI TCP/IP AL ;

(3) netstat: EINEESI

(4) tracert: FEATETALE H AL 18] 1 HEEHEE M

(5) arp: SKHL TP Hbhik 30 Y88 ik (6 50 ) BRORT

. ERAR
1. BHR P 12 A 4 (1R
2. B4R Bl 24 Ay 4 1) L BT 32

I ERPEK
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1 B S FE EaA HER
1.1 Ping 7%

— MG, PR LLEE S — &%) Ping s AR A 08 EAT 27, B
56 P 8IS AT ROTE DU o SR (ARG I T e B of L PR T RE A 1 T

(1) ping 127.0.0. 1: WM, REMR. TCP/IP WM %25 . 1P Huhk.
FRFEID 1 B IE T . WMD), BiRon TCP/1P )2 25 Bia {74718 Hh it
i S AT ) R

(2) ping AHLIP: WERIMBA L), WIFRISA I B 8L A7 7, 24
X X 22 BE A AL IR B EEAT I e B IR HRER

(3) ping FRILMANILE TP: ARG, R WAL (1R ARz
I7IER . B RUE] 0 AN EEERNE, AARIS T IR AS A Bl - i B A iR
BUHLAE RGUAT [ e

(4) ping M5 IP: IXAMTWIRNIE LR, 2o JR iR r (0 9 5 Bt i 2% 1E
FEIBAT I REM AR L N 2

(5) ping THE TP: WIERW B IEHINZ, FRoRMINER 7aE M. T4k
T R PR IR GENS I V7 iR Internet.

(6) ping localhost: localhost & RGHIMKEIRH A, Bi& 127.0.0. 1 5]
%, BEITENENAZREW K %2 P iz bt . R BE MR AT, R oR
FHLCH (/Windows/host) AFAE o] L,

(7) Ping www. 163. com (—NF LMt 4) « XA PAT Ping 4, 11
NSNSk A2 T4 i, TP dbhk, 38 2 JH I DNS IR 45 2% o a0 Sax B B i s
MR IRAHL DNS AR 252517 1P Huhk-Bd & A IERf, B DNS AR 5528 A Wl

iR BT A EPTA Ping fr & #FAEIE W IZAT, AT ENLEAT A A AR I8
R Bl A T . (HA, XA & 1D I AR UR T 1R P 45 i BRI
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AT, Bhn, LT R A R AL ] RETCVE XL TVARE IR . Ping fiv &
WS Bk N T

ping IP —t: EZX} IP HihkFh4T Ping f54, HEHFIWEH LA Ctrl+ C Hibr.

ping IP -1 2000: 53 Ping fr4 H AIEHE LN 2000 741, MAEGRE [ 32

T

ping IP —n: HATHFEREY Ping v s

ping TP —f: AT ALEEIRE 7 .

ping TP —a: ¥ 1P #ibkfEHT N ENLL .

1.2 IP e B FEF Ipconfig

RILAAEGL TCP/TP &% ) Iy, Seka 2 I i &1 ) oH AL B TCP/TP L& .
ATLUME FH ipconfig x4 38 FHL TCP/IP MLB EE, 35 1P bk, FMHE
FIERIA IS, Ay 245N ipconfig /options, H.H' options &L :

/all: BonAiliEE R

/release: AR EMLIERCASH) 1P Huidik,

/renew: MFTEE M LG AC a5 1 1P Huhk.

/flushdns: &Rk DNS f#HT 2217

/registerdns: kT4 DHCP FH M A1 5 53 Mt DNS 445K .

/displaydns: .7~ DNS fEHTSEAF N2

e /all LIUK ipconfig ar W, Fey AR O MM ERE,
FEAT A E B 8 AT o ] ipconfig /all mJ LUK fay th 55 [ B2E A 3C
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1, FF5 S RGN 2 oA SeR R, AT DU Z S A N 2% B S TR
TCP/TP FCE, sRFiHE— e TCP/IP Mm@, K 1 Frx.

=N
=x>ipconfig ~all

Jindows IP Configuration

Host Mame
Primary Dns Suffix
Node Type
IP Routing Enabled
WINS Proxy Enabled

thernet adapter ﬂitﬁi%$%=

Connection—specific DNS Suffix
Description : IC Plus IP188 18-1688 Fast Ethernet A

Physical Address. . . . - . . . . = BB-58-8D-74-3C-EB

Dhep Enabled : No

IP Address. - - . - - - - - - - - = 18.1412 _12 _66

Subnet Mask = 255.255.255.8

Default Gatewawy = 18.112_12_254

DNS Servers : 282.1688.192 _68
218.37.95.1

K1
L2.1 /—05k: S A NANEREE, w2 s

) ELE e o Rk

EmES
EEkE
) HdEER: FEhEcE
e pg 202.183. 83, 103
T FIHER: 255,255, 255. 0
BLLA P 202193 93, 254

Windows r&’ﬁﬁlﬂﬂﬁ]ﬁh&ﬁﬂﬂlij@ InF
EEERE , 58S CEE"

K2
1.2.2 mdEaE R, Wk 3 fw
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AsER AR

FlEEEEFRER 00

Bt g

T iy 00-25-56—-FE-9F-a0

IF Hhtl 202,193, 93. 103

TS 555, 255, #55. 0

Ehid 202, 193, 93, 254

DH: RS2 202.193.80. 72
202,193, 80. 33

WINs IRESE

3
1. 2.3 FHBabE R TP Hubb. FRHEAD . BRIAMSE. MAC HBHEEE(E R .

2. BB T X 2% iy 4 1 T2 BT ik

2.1 BIRMLIEEFEF netstat

netstat Ay M DIRERE Bon MZEIERE . B IR MM 3% E 8, AT RALEF P 4550
H RS A R e 28 2 1EAEIEfE, Hoar S48 0N

netstat [-a] [-e] [-n] [-s] [-p protocol] [-r] [intervall

SRR

(1) Netstat —s: —s BEIMAEWE TSNP B Bon HGr it Hide . IXFERL AT B
B BT SALE R 2 EAFAEMREEIERE, DL Bl A A AR ) VR D0 55 55
RN AR (fnWeb JBEds) BATIEZ NS, BE AREEIR Web TUZ M)
B, WA A LETORES — T RRE R FHEESHEE 1517,
FRBN BRI OCBE 7, BEIMTAASE 7] BT AE o

(2) Netstat —e: —e IEIUH T Wonok T LRI ISt £t . €41 H 0T 3 R4
PAEFV BRI S A B RAL MRS Bk A R . X
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GeiT B BEA AR BRI B, A U B O . (8 A I Tl DAt
T BB A X 2% i B

(3)Netstat —r: —r EIIA] PLE R T EEHERRME S, K5 #E A route
print AN ERIMEE. BT EREREEHIS, 0 ER S0 ER .

(4) Netstat —a: —a EIE R —TE A SCERE BV £, O CEE
$% (ESTABLISHED) , A 3EWiNriEREE R (LISTENING) MARLLZES:,

(5) Netstat —n: EI/RFTA CELIA ROER:, LB QT s bk flvg 15,

(6) Netstat —p protocol: {7~H protocol F&7EHIPMNAIZEFE . protocol
Al LAZ TCP

B¢ UDP. R 5-s &1 It Bt M R4t it , protocol AJJ& TCP. UDP. ICMP
oy 1P,

(7) Netstat interval: HEFrR/RATERNSGIE, EBRERZEEE interval
Fbo % Ctr1+B 451k, EHERGIT. MBI IZSE, netstat KITEI—IK
AT SR . AT LRI netstat @4 F AT HGH 17 206 A
H O T RS s b B AT . ARG, i netstat @41 a
Mn WASEIAE, WK 4 PR,

ts>netstat —an
Active Connections

al Address ddres State
B8.0:135 LISTENING
a. LISTENING
LISTENING
LISTENING
LISTENING
CLOSE_WAIT
ESTABLISHED

ESTABLISHED

Proto Lo ig
TICP a.

TCP a B:11186

ICP A.8.9.0:9880

ICP A - .66:139
TCP -1:1825
ICP B.1:1183
TCP -1:2218
ICP -1:98868
UDP A . 5068

uDpP 1832

unp 1833

uDP 1748

uDp 212193

c
a.
-a.
a.

HFHEEDoO2D

LR T | ]

Q888 M
e ®3




Hrr,  “Active Connections” J2¥8HATANLINGSNIER:: “Proto” JEIE&EHE
HRHMPLATR:  “Local Address” @AHWTFEALN [P Hhk A0+ AL {H
fR13i 15 “Foreign Address” &% IR THENIK 1P bk A
T “State” MIJZFRM TCP HHEAPIRA, W LLFE B 5 1 JLAT ¥ i W o /2 UDP
PR, FTLAEA State RoRHPIRES .

2.2 HHSHTZWIFEF tracert

tracert F& A LLHIRERES — MRSC— S FHLE A — S HHRALINE M.
UNEEPIz

iy A% Uk

tracert [~d] [~h maximum hops] [-j host-list] [-w timeout] target name
SR ITT

—d: ABAT EHLAAFREIRENT -

~h maximum_hops: HAKIFIE H bR FL

—j host-list: AR¥E EHLIERBEBIERE H

-w timeout: WtEREKEIEFrAERTHIZIEL.

FLan A A B, AEEEMN B ATFENL A E BN S £ 0T, RTE MS-DOS

TN tracert www. 163. com.
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http://www.163.com

SR SRR

C:S>tracert www.163.com

Tracing route to www.163.com [202.108.36.1721

over a maximum of 38 hops:

<18
{18
1@
<{1i@
<18

28

48

18
<18
<18
{18
<18

28

<18 m
{18
<10
<18
<18
28

210.41.232.65
218.41.232 .97
1?72.16.16.1
282.112.14.13
cd@.cernet.net [202.112.53.731
2082 _.112.46.181
40 38 hjwh4.cernet .net [202.112.46.651
46 48 282.112.61.162
* * Request timed out.
46 36 219.158.11.113
1A 408 282.96.12.38
48 48 RTR-BTO-A-F?-1-B.bta.net.cn [2682.106.192.2251
49 46 RIR-AHL-A-52-0.bta.net.cn [202.1086.192.1781
41 48 218.74 176 .150
g 48 282.1088.36.172

=
=
|

=
=
|

g
=
-]

= =

L~ - T T A - ]
3
-

=

LS T R I T ]
3

L7 T R T - ]

1
p
3
4
5
6
?
8

=)
=
3

=]
=]

=
W

2
B

=)
L]
a3
M o“

=
(R

=
5

[T
2

Kl 5
AR TR “hops” , RizBg AN KRN HAF.  “10 ms” &
) 280 )8 — AN EL R R SC AR IR I A], 3R mso FER (RS B2 )5,
THENI AT R tracert mE 2 WIR 30 Bt “hops” , L4 RN 45 &R
5 B g RN ), DL R P93 44 BRI 452 B 11 TP bk

2.3 ARP Huhib i AT Pl

ARP #& TCP/IP P gerb i) — AN EE WML, T 1P Hbhik s gt B - i 4
bk, w6 Fros

A A I

(1) arp —a: T EHEEEFTHIFIALH

(2) arp —a IP: WERGZAMER, BAMEM arp —a I BB EK TP Mk, Bl
URERYE

ZHz LRI ARP A7 H .
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(3) arp —s IP WyFiduhl: [\ ARP EiEZFA TR N LHIA—NEEAIH . ZIIAE
EILG S

AR AR R A RCIRES , B AR BRI, N ARG E MY E AR B 30 3%
T .

(4) arp —d TP: fHAM LB N TR —ESTE .

15 1985-2081 Microsoft Corp.

:\Documents and Settings‘genggiangb4brarp —a

Interface: 18.112.12_.66 —— Bx180803
Internet Address Physical Address Type
18.112 .12 .25%4 AA—eB—fc—1c—BB—fc dynamic

:MDocuments and Settings‘“genggiangb46>arp —s 10.112.12.33 11-22-33-ee—ff-aa
:\Documents and Settings‘“genggiangb4brarp —a
Interface: 10.112.12_66 ——— Bx16863
Internet Address Physical Address Type
181412 .42 .33 11-22-33-ee—ff—aa static
18.112.12.254 AB-eB-fc—1c—BB—fc dynamic

t“Documents and Settings‘“genggiangb4b>

K6

fi. SERHREZER:

LSRR T AR S SR T
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S8y JU TP BT

—. ZXKHEK

PR TP R HAE A CAS TP bt 732805 1% BRI 70 03 IR 4 A4 B 1 1 5
FEIR TP Kl AL SN 2% 2 R A T RE

Z. LI

WIRESHARK

=, EBRAE

1. BF AN TP Huhik K 7 R HEAD

2. I FH X 288 B804 B B4l 31T 23 TP B £
3. FIHH PING A & K% 1P A

4. ping A EHL, HT IP Prill
LN 2

1. BF AN TP Mokt K 7 R HEAD

L1 TR end, HILFHEEHIA ipconfig /all. Wi 1 s
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G:“Documents and Settings“Administrator>ipconfig ~all
Windows IP Configuration

Host Mame i ?7ebd?4al6h?4eb
Primary Dns Suffix H

Hode Type : Unknouwn

IPF Routing Enahbhled H

WINS Proxy Enabled

Ethernet adapter EFT@&%%E L

Connection—specific DNS Suffix
Description : Attansic L2 Fast Ethernet 18-1808 Base-T A
dapter
Physical Address. . . . . . . . . = BB-1B-FC-A6—AE-E2
DHGFP Enahbled
IP Address. . . . . . - - . . - . = 172.16.1_.23%9
Subnet Mask H .255.255.8
Default Gateway H T R
DNE Servers H .16.1.248
.96.64.68

1.2 MELEATE R, SRAANLE TP Huhik Jo 7 MRS, A b v i BoR 45 R b ]
LAE R, ipconfig /all ar-&Hmit GG EHLARR, W RSEASE, DLRMZEN L
FIAHSRECE . M BRI R DUE 2 R 2 5 A BAS B WA 2 Pk

® MACHhhE:  00-1B-FC-A6-AE-E2
® DHCP: N
® IPHuhl: 172.16. 1. 239
® [PIfERS:  255.255.255.0
® ZRAMSK:  172.16.1.1
® DNSJR%%3: 172.16. 1. 248
® 202. 96. 64. 68
K 2

B2 1 AR THUE TUF—38 TP Mok, W85 FRS M ENLS 00l 2t 42

2. A FH 28 S R AET AR I o0 i TP Bdla

2. 1 fEAMENLFAT I WG i T gcft, £ TR S “Iris”

2.2 ERRBHFE AT, EF 1P BEt (WECERADY TCPA\TPVA\ICMP) #E4T 7>
B, Wl 3 fros.
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M 7339 453.974029000 10.200.70.197 202.121,66.191 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=0, ID=54bd) [Reassembled in #7379] [E=toa x|
@ Frame 7339: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
= Ethernet II, src: 50:78:82:91:11:70 (50:78:82:91:11:70), Dst: Fujianst_15:47:39 (00:1a:a9:15:47:39)
= Destination: Fujianst_15:47:39 (00:1a:a9:15:47:39)
Address: Fujianst_15:47:39 (00:1a:a9:15:47:39)
..................... = LG bit: Globally unique address (factory default)
....... 0 .... vevv =ver 2v.. = IG bit: Individual address (unicast)
B source: 50:78:82:91:11:70 (50:78:82:91:11:70)
Address: 50:78:82:91:11:70 (50:78:82:91:11:70)
e oy smorirdt v SRRNEE RSN LG bit: Globally unique address (factory default)
....... e IG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol version 4, Src: 10.200.70.197 (10.200.70.197), Dst: 202.121.66.191 (202.121.66.191)
version: 4
Header Length: 20 bytes
= pifferentiated services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00: NOT-ECT (NOT ECN-Capable Transport))
0000 00.. = pifferentiated services Codepoint: pefault (0x00)

...... 00 = Explicit Congestion Notification: Not-eECT (Not ECN-Capable Transport) (0x00)
| Total Length: 1500 |
Identification: O0x54b4 (21684)
@ Flags: Ox01 (More Fragments)
Fragment offset: 0
Time to Tive: 64
Protocol: ICMP (1)

@ Header checksum: Oxala7 [validation disabled]
source: 10.200.70.197 (10.200.70.197)
Destination: 202.121.66.191 (202.121.66.191)
[source GeoIP: unknown]

[Destination GeoIP: Unknown]
Reassembled IPv4 in frame: 7379
& Data (1480 bytes)

00 40 01 €5
09 00 01 (23 B

6c 6d 6e 74 ghijklmn opgrstuv
65 66 67 6d wabcdefg hijklimno

0050 70 71 75 76 77 grstuvw abcdefgh
o &- G 6F 75

K 3

2.3 SATREERAIN TP i, fEARSLIGH, R EdEmm 1P =k,
4 R

e KJE: 60, FTARLIKCHE N 60 F5.

® hiill: 0X1F06, SEEHRMIREHITH .

®  br.i: 2, ikHJy 010, FTARLEIEGAT .

o JrEnE R 0X0000, HEIEMWRAHEATH o

® Armin: 127, B — MR, EERRIE 1, HEAFR RN 0 B,
FIR AW I A AR

® i 1P Huhl: BRI 7SR .

e Hif IP Huh: IFERR R R B RN
o Hih: Jefuskd, MAEMTE, BEEATE. 1P HLZEHEHS N IP AR F%
BB

K 4

B 2.

P gk i) 1P St m] UK BLSKEITHR I FA IR AT, A ST AR,

o, SEbs ERRATH IR A4 2

3. M PING fy4 K% 1P Hidatu
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3.1 Ping www. baidu. com -1 2000 (it KI5 <E$)

3.2 St AR B AR A TPv4 R, ikl 5 Bk

® JRAGE: IPv4 MLHAEEN 4.

® CLEBKIE: IPv4 RAAZEBNERFEACE N 20 7795, A& 32 HLFRFH) 5 .

® NKE: MKEMAE IPHLKEM IP WRREIERE, TR 1P RiER
Banl R PMLER N TCP, Kt BdiE A% TCP kit 20 AT LUK 20 =8,
[ bt i 21 1 TP LK E N 60 F 1.

® Frifls bRl TEBWBE: B5THhAR.

® AArmiin]: T ¥R MR B B et A L TR e SR R, TILEAR N

128.
o BRI WT RS, SNSRI A, AR 0 R R
CENLE

® P HAbsHuhE: JRRA bribhlAE TP WA AR FE R AMEIE L.

Kl 5
FRIFER 570, TEEHL A HhgmiE 1P AL, K H (¥ MAC Mok A1 E 1) TP Hhb & S0R 7
Ah—HENRI B pe3, RIEHR M. HE, B3 P AREAFE MBS HE
FHU,  Hbx MAC Huhk 8 < [ MAC Rk, kAR dr 3 AN 2R [ W9 B f) TP Hb
hEmF, F A H B IP Mk

B2 3. PR B, HEa K KRENZ D, JHE A7

4. ping AN, 4 TP PR

4.1 fERBHEAR IR 5K EHAER—F M 5 —FEHR 1P Huht (BN
172.16.1.251) o EARNL AT FH Fig1T: ping 172.16.1. 251,

4.2 A£ ping 1 H Ktk i) EHL_E AP B de— dmili PR CE, CIE. H I
bR SR H ) TP Mk,

4.3 AZMEHBEA P gIC s, Tl IR A MAC HUhk 5 TP sl AR B OR &R
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http://www.baidu.com

4.4 f£ ping HMEN LB s, &F “SCHFHEY, T # PING FEFP
Fro il i, wlE 6 fros.

dgabs  17dagbos

Th TEFAE

K 6
4.5 HFEHARENE TAFFM A —FENE IP ik Rk A: 172.16.2.1), 7E
4T N Fig4T: ping 172.16.2. 1,

4.6 PriorHrdsima AR EE, O H R AnYE . H R 1P k.

B A4 R EEE 1) MAC Hihik 5 1P Hhbib2 B HA X RO R, LR BT R A~k
KGR, b —E A AR

B KEREER

LSRR S SR TR
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SLI6 F TCP YA #T

—. ERHEM
521 TCP #SC BB v &0 s LR TCP Pl =BT, DUIRIETFHI& o
. SLIGFRBE

WIRESHARK

=, ZBRARE

L. A3 — > AR H i 21578 £ Rk 55 25 1) TCP £ dm

2. F4R TCP 3 B g =0, KA LL S B T
3. il 3 b TCP R SCB & &,  BRAE TCP 42 TAL

I

LA 3RS R HL i 21z 75 Al 55 4 1) TCP %icdfs

L1 B M LRI, 7 TCP” Jyid sk, i 3RE SR W %

I . b 1 R

e P Y

B £k w0 Coten Aroe S Towhory Lo ams
e@Am I BERERS AL DT L B aQaD $¥m% B
= P em——
el g e
z

13 11592272000 10.10.39.250 192.168.1.100 91 Response: 220 Welcone to Usst Soft FTP Server

11594474000 10.10. 3 60 ftp > 62953 [ACK] 5

108, 2a=35 Ack=10 Win=5840 Ler
16 111594606000 10.10.39.250 192.168.1.100 88 Response: 331 Please specify the password.

15 11.602558000_10.10.39.250 152.165.1. 100 77 Response: 230 Login successful -
20 11.604359000_10.10.39.250 192.168.1.100 73 Response: 215 UNIX Type: LB

2211605389000 10.10.39.250. 192.168.1.100 69 Response: 211-Features
23 111605369000 10.10.39.250 192.168.1.100 61 Response: voTv

2511606496000 10.10.39.250 192.168.1.100 84 Response: REST STREAM
2711609228000 10.10.39.250 152.165.1. 100 65 Response: 257
2911.612795000_10.10.39.250 192.168.1.100 54 Response: 200 Switching to ASCII node.

5111615308000 10.10.39.250 192.168.1.100 102 Response: 22/ Entering Passive ode (10.10,39,250,20.91)

150 ere cones the directory 1iSTing.

173 bytes
39 11624434000 192.168.1.100 £ 226 Directory send oK.
24 — e FIN, ACK]

= Frame 10: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Interface id: 0

Encapsulation type: Ethernet

Arrival Tine: Ot 28, 2013 16:38:46. 122560000 [EIEEIEIED

[Tine shift for this packet: 0.000000000 seconds] o

<0
0000 d8 5d 4c 2d 51 76 50 46 5 b1 b2 2a 0B 00 45 00 .JL-QUPF ]..%..E
0010 00 34 35 <3 40 00 80 06 00 00 €0 a8 O1 64 0a Oa  ;35. L
0020 27 Ta 15 €3 00 13 9b 8o d1 £5 00 00 00 00 80 07
0030 20 00 4 36 00 00 02 04 05 b4 01 03 03 02 01 01 .6 b
004004 02 s -
© ¥1[F5 61 i covs n progrse .| POt 277 Dl 131 (515, | Pote: et

K1
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1.2 &R

1. 2.1 TCP 3BT BRIy = IRIBE T I = SF ORI WLl B, oy
10 2 12 BRI =R T 56— 2R A BRI TCP i 3B (4 10),
HRE T SYN A E N 1. B, 55— RSUR AR SYN 0 2H . XM ROCEB R

(K75 AT DL SR, RoR 5 S Sl e iR Mg 5 . IEHEAREE I 1
UG THE B — N BENUEOT U THE0AT 8 G AR SRR IR 7 2H B R R 24 i

BRI . MESrUL 10, Wireshark EoRIFFS 2 0. BN H I HHIFS
B, BFIGHEHRER “9b 8e dl 57 o Wireshark Woni 227 5, HIEMY]
RS 0. WK 2 fis:

M R 8 Wireshark 110.2 (SVN Rev 51924 from /trunk 1107 I oo 0

Fle Edt View Go Capture Analyze Statistics Telephony Toolks Internals Help
©@4dm i BRI

Filter: tcp

aes0F2EE QQaQBD EDB% B

E e (B
estin

Apply Sav

Protocel Length Info
Cl > http [RST,

to Usst Soft FTP Server

192.168.1. sponse: 220 Welc

192.168.1.100
192.168.1.100

10.10. 39. 250
16 11534606000 _10.10.39.250
I8 TL 602858000 10.10.39. 250 192.168.1.100

60 ftp > 62953 [ACK] Seq=38 Ack=16 Win=5840 Len=0
88 Response: 331 Please specify the password.

Respne: 20 Lnin successful.

LUENLTT ICdLUTON: UXSYCS (14767 )
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (6)
Source: 192.168.1.100 (192.168.1.100)
Destination: 10.10.39.250 (10.10.39.250)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

= Transmission Control Protocol, Src Port: 62953 (62953), Dst Port: ftp (21), Seq: 0, Len: O

Source port: 62953 (62953)
Destination port: ftp (21)
[stream index: 2]
Sequence number: 0 (relative sequence number)
Header length: 32 bytes
Gﬁﬂ$ 0x002 (SYN)
= Reserved: Not set
.. = Nonce: Not set

.. = Congestion window Reduced (CWR): Not set

= ECN-Echo: Not set
... = Urgent: Not set
.. = Acknowledgment: Not set
= Push: Not set
.. feee . 7Reset Nnt set
el 1 = Syn:
........... 0 = Fin: Not set
Window size value: 8192
lcalculated window size: 81921

0010 00 34 39 c3 40 00 80 06 00 OO c0 a8 01 64 Oa 0a 9.@... .....d

0020 27 fa f5 €9 00 15 5 00 00 00 00 80 02 '..... .. - il

10030 20 00 f4 36 00 00 02 04 05 b4 01 03 03 02 01 01 sz i sas ‘E‘

0040 04 02 4
| Profie: Defautt

@ 7| Sequence number (tcp.seq), 4 bytes

1.2.2 SYN Zr4HiE
RIS [ iR, IRSS AR
o WA EAE

=
H

\ Packets: 360 * Displayed: 165 (SL4... |

B2, SYN 2B A M2,
SRIEET SIN e, B NE il 25 10 I 2 — AN
R 4% 23 3ERE IEAE W W BRI B R B 3R, B0K DA — R CSCBOI T AN, XA

K 2

TN OB B SS A o XA ROCBAR SR LR .

OV T SYN 434 BT $a 7 (1) TP stk A 1
WMRE—NHEKR, )/ umiE
RN R . Wi
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OCB I SYN A2 AT ACK A2 #E N 1. 18 H FRIX AR SCEL N SYNACK 432H . SYNACK
S AR AR SYN 2 2H AT R B R — DRI GR I BGER I 5 4% P . Wi 3
Fios

Ml "THEE 8 [Wireshark 1102 (SVN Rev 51934 from /trunk-1.10}] A — o e e E=nao ﬁ
Fle Edt Vew Go Capture Analze Statstics Telephony Tools Intemals Help

codmd BERXRIAcs»0TLEE aaan #BB % B

Fier: |tep [ ] expression... clear Agsly save

Source Destination Protocol  Length Info

> http [RS

® FTAUS: UXUZ \DON U Fragiency
Fragment offset: 0
Time to Tive: 62
Protocol: TCP (6)
m Header checksum: Ox48b4 [correct]
Source: 10.10.39.250 (10.10.39.250)
Destination: 192.168.1.100 (192.168.1.100)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= Transmission Control Protocol, Src Port: ftp (21), Dst Port: 62953 (62953), Seq: 0, Ack: 1, Len: O
Source port: ftp (21)
Destination port: 62953 (62953)
[stream index: 2]
Acknowledgment number: 1 (relative ack number)
Header length: 32 bytes
= Flags: 0x012 (SYN, ACK)
000 oon wwcn = Reserved: Not set
sellaams e = Nonce: Not set
... = Congestion Window Reduced (CWR): Not set
.. = ECN-Echo: Not set
= Urgent: Not set
= Acknowledgment: Set
= Push: Not set
= Reset: Not set
ErmbE S S S =
........... 0 = Fin: Not set
wWindow size value: 5840
lcaleulated window size: 58401
0010 00 34 00 00 40 00 3e 06 48 b4 Oa Oa 27 fa.c0 ab 4.8 Heo' s
0020 01 64 00 15 5 e 9@% e dl 6 80 12 .d....Ka......
0030 16 d0 64 44 00 00 02 04 05 b4 01 01 04 02 01 03 wellDasri: vatmmens
0040 03 00 E

a

[

Kl 3
1.2.3 204 11 B\ 5 FBAE Wireshark BIPRSGHE S Eox 1, I HAEJF GG HE
HIMESE “9b 8e dl £6” (EL “9b 8e dI £5” £ 1) . XMR T TCP HIRAKE K.
TCP HWUm N EE X DN T C AR, JHlE B BN S X+1 R IR H
T TS, A 11 PS5 FBAE Wireshark MPHERAN 0, (B R IGHE
HHISEPRMERN 2 “f6 T4 ab ea” o IXFRH] TCP HEFEMXUT i BB i b1
Wk lag S . FravIiGaF 525 EHAENT S 0.

1.2.4 &), &7 RIET A b ACK [ TCP RSB, A& SYN HIHR S Bk
SER AR FRI R . X AT BUB B IR 5528 A 0% 1 SYNACK 74, 4G TC
A B S S TS BT T Sris AT

1.3 RMHER
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24 W S A2 et A FIN ARG TCP i SCBOT HAF— 3wl i\ ) — Im A I& ) FIN A,
TCP HEHe N 23 K 1. FIN A1 - = 2 i e — 7 B I 58 28 B ik .
SRT, I EE A YRR AR %, B EIRIOR AT 115 R . g 4 43, 44
A1 54, 55 T AT LG B TCP M M. k4 iR,

re g [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-110)] | Y =200

Fle Edit View Go Capture Analze Statistics Telephony Took Internals Help
pedE s BBEXE AesoTs[EF e #0B% B

izl EExpress\'on.. (emrer s o

36 11. 620509000 =
37 11.624433000 FTP-DAT 1514 FTP Data: 1460 bytes
38 11. 624434000 105390 A S FTP-DAT 227 FTP Data 173 hytes =
39 11.624434000 FTP 22 1

56 15.703392000 10.10.39.250 192. 168.1.100 TCP 60 ftp > 62953 [ACK] Seq=331 Ack=75 Win=
79 42 115883000 220.181.112.122 192.168.1.100 HTFP 211 H'I'I'P/l 1 200 OK
.100 5

I
Frame 42: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

= Ethernet II, Src: AsustekC_bl:b2:2a (50:46:5d:b1:b2:2a), Dst: Tp-LinkT_2d:51:76 (d8:5d:4c:2d:51:76)
&

= Transmission Control Protocol, Src Port: 62953 (62953), Dst Port: ftp (21), Seq: 68, Ack: 316, Len: 0

0000 d8 5d 4c 2d 51 76 50 46 5d bl b2 2a 08 00 45 00 .JL-QvPF 1..*..E.
0010 00 28 39 di 80 06 00 00 cO a8 01 64 0a 0a .(9.@... .....d..
0020 27 fa f5 e9 OO 15 9b 8e d2 39 f6 74 a7 26 50 10 '....... .9.t.&P.
0030 3f da f4 2a 00 00 PanBoy

@ 7| Fle: “C:\Users\welyun\Desktop\tcp.pcapn... | Packets: 360 - Displayed: 18... | Proflle: Defauft
4
2. % 4R TCP HOCB R R . KB RA%  Be i g

2.1 H—A TCP Kiksmflh— M SCB RN B i & 1 — D EALTHN 4% HfiA
BT, XAV A3 B S0 HOH o A0 RAE SR R AE S 2IE 2 BT 8k
I, AR = EA .

HALTHI B R0 H B RIG W E . ] TCP 2R TR 1) SYN FI SYN ACK 2 [A] f i
(] Sk B B A% F I 28 1 o TR T X AME 22 R EAR T AR SRR G AN I A
TEBEAS TCP ¥z, TCP H oA R REAN S B A 42 B AR B2 R B i 22 77 1)
1) TCP 7R EALKHE L B A2 SUR S Rr — D EALTHEASRIN . TCP il — R
B 8 RN 43 20 A 2 B 5 R IAE R
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2.2 SACK &I bl i

15 _ BT AR R T, BRATRE MR B =R TF . 1E SYN S 4, Rk
7 TCP )8 #5610 Hh 3@ i A0 4% SACK permitted &I A A4 ] TCP SACK. 7E S
YN ACK A, A 220 i 22 7 B ol Y SACK o A 07 41 ) i e e B M A A HL . S
ACK JE I U 5 Ffrw .

M tcppcapng [Wireshark 1102 (SVN Rev 51934 from /trunk-1.10)] | e, (P - a s o(=lk

Fie Edit View Go Cepture Analyze Statistics Telephony Tools ternals  Help
oo dms ERRXE AesanTE[EEFaaan @#aBmx

izl EExpress\Dn PR

No. Time Source Destination Protocol Length Info

~227238000 220. 1 66 http > 62955 [SVN,
227531000 66 http > 62956 [SYN,

.228080000 220.181.112. 60 http » 62933 [ACK]

274593000 .181.111. .168.1.100 60 http > 62956 [ACK]
274594000 181.111 168.1.100 306 HTTP/1.1 200 OK (GIF89a)

Acknowledgment: Not set -
Push: Not set

Reset: Not set

5 Syn: Set

s e st SEAN NOE SE

window size value: 8192

[Calculated window size: 8192]

Checksum: 0x0e29 [validation disabled] —
Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted ‘

2]

® Maximum segment size: 1460 bytes

@ No-Operation (NOP) =
= Window scale: 2 (multiply by 4)

@ No-Operation (NOP)

@ No-Operation (NOP)

@ TCP SACK Permitted Option: True -

0010 00 34 39 e7 40 00 80 06 00 00 cO a8 01 64 dc bs
0020 6f 40 f5 eb 00 50 al 51 ad la 00 00 00 00 80 02

0030 20 00 O 29 00 00 [DZANVZENNVERNSY SCONRVERVE R
0040 (NN

Q
. ]

@ 7| TCP Options (tp.options), 12 bytes Packets: 360 * Displayed: 18... | Profie: Defautt

K5
3. SEE I M TCP RSB i &8, HEAE TCP 42 F-Hl i

o

3.1 HE/RILJERS tep. analysis. retransmission &R EAL ., WK 6 Frs
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M tcppcapng [Wireshark 110.2 {SVN Rev 51934 from /trunk-1.10)] - Y o D
Fle Edit WView Go Capture Analyze Statistics Telephony Tools Internals Help

eraEs BB AeseTF LI aaan BB % B

D (s re [ ] expression... Clear Apply save

No. Time Source Destination Protocol  Length Info

< n. B

bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Src: AsustekC _bl:b2:2a (50:46:5d:b1:b2:2a), Dst: Tp-LinkT_2d:51:76 (d8:5d:4c:2d:51:76)

rc Pr 62948 (6294), Dst Port: http (80), Seq: 1 Ack: 1, Len: 0

@ Transmission Control Protocol,

0000 d8 5d 4c 2d 51 76 50 46 5d bl b2 2a 08 00 45 00 .JL-qQvPF ]
0010 00 28 39 ec 40 00 B0 06 00 00 cO a8 01 64 73 ef (9.a... ..
0020 d2 97 f5 e4 00 50 e9 e4 57 43 40 6a Ob 03 50 11  ..... Pt
0030 40 57 08 ae 00 00 aw. ...

@ 7| Flle: "C:\Users\weiyun\Desktop\tcp.pcapn... | Packets: 360 * Displayed: 36 ... | Profile: Default

K 6
3.2 W W SHKF S NS, FFRELITAH.

B KEREER

LIS S B S SRR T
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SEES7S: HTTP F1 DNS 4347

—. EKHK

738 HTTP #1p80, 23 #1 DNS BpsLe
=\ SLIOIRBE

WIRESHARK

=. ERARE

1. HTTP GET/response % H.

2. HTTP 244% GET/response 32 H.
3. RIS

4. A R G HTML 3CHRY

5. HTTP AiIE

6. ERIER DNS

9. SEXP IR
1. HTTP GET/response % .
1.1 J83) Web browser,

1.2 JAzh Wireshark 7p MRS . £ % KB iE R A “http” , 4
FI T AR R SR BT R 2 HTTP 3L

1.3 —%8PLljE, JFi6 Wireshark 43 2HAR 3k
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1.4 7EFTFFHT Web browser & HH 3 A — FHuhE G YE &8 Aok B — N HE—1T
S AR T LR HTML 32D

http://gaia. cs. umass. edu/ethereal-labs/HITP-ethereal-filel. html

L5 i RS, k1 o,

{8 (Uit l=e} - A hereal e = e (e | |
Oe Bl Yoo fo Caploe froles Salabia bl

BRx®8 Qes DFLE QG POEX B
agmlth j *mml kgﬁj lfgnl:‘|

Jethier el fabs T Eellieea -]
e r-n—:;; 3200 0K (t:i'irrnj

p Frame & (¥10 byT&s 00 wira, 710 byTes C-a.p'( =
b ETharmes 1@, smrc: Of:08:TE .4{_16.':-3, pEr: B0hiESdazaf T
PoLACErOET PROUOCOT, Sro sddr
b Transmission ceniral Protoc
|= Hymartest Transfer Protocol
I 2ET Auviwereal-labsHTTe-ethereal - i led bnnl HTTRAL AN

Boetiogata. co.umass_edaria

parenagant s Waxi1Tas5 0 Cwtncews: 02 windews AT 51 eaenrn: rutl 0020 Geska P00 Herscape ST 0T

Accnpt: applizatianss-shoc<enea=tlash, text, oml, appldcationunl, applfcationatelear ], teer om0, 6, Toat /plaing g-

ASCERT-LARELASE! BN-US, BAZHSG, 30NN

accopt=tncoding: gzip, deflane, comoress:g-0.9Wrn

52 J.ﬁBa.J.El(,."‘].E!J.J.G"_) DL oAder: LI ALG, 22,12 (l2dald 245,100
5r< POri: 1835 (1960). ©sT FOn: MOTR {B0). SEgi 2A58WSdd, ack: TIOLIFL4IE Len: 65

ACePET-CHAPSEE b TS0-BE%E-1, UTF-Bifa0.00, *:fa0. 8B
koep-allver 3004 n

connestlon: keep-al lwehrn

cf-wod Fies-sincel sat, I8 Aug 2004 21142300 GHTSINE
sr-Hone-fatalis " labrio-7g-baosuscd v

Cache-Control: mas-agesDicim

wrhn

LF| I |
D00 00 0% 2% fa 2l 73 00 OB X 37 36 23 OF 00 85 00 ..% 5., T00F E, F
OO0 02 bE 7L o 40 00 80 Ch 4 & c0 a8 (L 65 90 77 ..g.@.. =

020 15 0c OF 60 00 50 &0 zp ea 4e B 34 a7 ae 50 1& P

030 F Ff 39 3¢ 00 0 47 47 52 70 27 &3 T4 R0 85 T2 VIeEE T Jether

oo €5 6% 6u 2d G2 S G2 73 2F 4B 04 i Sl) 0G5 T el T-1aks irH'P—eL

oS0 83 43 72 &5 41 dc 2d Ap % ec 01 8 7a ww =T 1lal. hir

jo0s0  Er 0 4 b4 53 S0 ST o 5 03 0n 4k £f 73 7 1..HnsT

E70 2o 20 67 41 62 6L 2c B1 T3 2¢ 71 6d 61 73 73 2c g.n.tt = unass
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&1

2. HTTP %14 GET/response A2 H.

2.1 JABINNES, SN (EENEAT, W “THR” Kpd
“Internet JEI” Ay, FEHILHNIEHES, ke “MIERSCH:” D

2.2 A8 Wireshark /)47 4% . JT6 Wireshark 734 1% 3K

2.3 TEN YT AR A A= % N BUR URL:

http://gaia. cs. umass. edu/ethereal—labs/HTTP-ethereal—file2. html
PR ) gt v o SR — AN B AT AR BT B HTML SCAF

2.4 FEARBD0 v 4% b EER A AAH [A) B URL B8 s Fh ) “ RiBn 424
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http://gaia.cs.umass.edu/ethereal-labs/HTTP-ethereal-file2.html

2.5 5 1E Wireshark 23 2HA% 3%, £ BRI IETIEVIIAAH N “http” , 4B

T AR RS B AR SR 2 HTTP 4532

3. FREUK LA

3.1 JRzhbads, RN as TR E.

3.2 JH3) Wireshark 4320173k 3. JF4A Wireshark 4)4H1F 3K,

3.3 FEWI VT B R HhHE RS Ry N DL R URL:

http://gaia. cs. umass. edu/ethereal-labs/HITP-ethereal—file3. html

3.4 {51k Wireshark 70 4HAF 3K, 7RSI gL U B A “http”
T AR RS B AR SR BB HTTP #5532

4. WA R HTML ST

4.1 JRshbads, R s I ZAFE 2

4.2 Jazh Wireshark 4;r2H17 3888 . JT46 Wireshark 7 2HA% 5k

4.3 LEN AR RS g N DL URL:

http://gaia. cs. umass. edu/ethereal—labs/HTTP-ethereal—file4. html

EERIIES

4.4 %1k Wireshark 3020173k, fEBonidiEIHE it AL N “http” , Zr2H%)3%K

T AR RS B AR SR B HTTP 4532

5. HTTP AiF

5.1 JAZhbads, RN A TEE.

5.2 JA3h Wireshark ) 41423k 8% . JFUh Wireshark 234143k,

5.3 FEWI VT B R BE RS TR N DL R URL:
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http://gaia.cs.umass.edu/ethereal-labs/HTTP-ethereal-file3.html
http://gaia.cs.umass.edu/ethereal-labs/HTTP-ethereal-file4.html

http://gaia. cs. umass. edu/ethereal-labs/protected pages/HTTP-ethereal-
fileb. html

ARG 7R — > HTTP SO, S A\ P i 20 - A4 A (R P 44 -

eth—-students, Zf5:networks) o

5.4 {5 1E Wireshark 2 2HA% 5K, £ SonidiEimik i AN “http” , 2 4HF%R
T LAk RB IR TSR 2 HTTP 4] 30,

6. ERER DNS
6.1 FIH ipconfig fir 42 R EHL LIy DNS ZB47
6.2 NN, SRR

6.3 Jazl Wireshark Zr 207 5kas, 1E B nibimiE i BN “ip. addr==your
_IP address” (Wl: ip.addr==10.17.7.23).

6.4 JF4f Wireshark 4320175k

6.5 FENIEASIHBAERE o : http://www. ietf. org

6.6 1% 1ErHIESR,

6.7 JFUfi Wireshark 4341173k,

6.8 fF www. mit. edu 4T nslookup (BP#ATAF2: nslookup www. mit. edu) »
6.9 1% 1k HAESR

6.10 EHE R, Ha2kamdB#N: nslookup www. aiit. or. kr bitsy.

mit. edu

fi. LI EER

LSRR T AR S SR T
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http://gaia.cs.umass.edu/ethereal-labs/protected_pages/HTTP-ethereal-file5.html
http://gaia.cs.umass.edu/ethereal-labs/protected_pages/HTTP-ethereal-file5.html
http://www.ietf.org/
http://www.mit.edu上进行nslookup
http://www.aiit.or.kr/

56 - FF Ethereal 23047 ARP BpY
—. LB HB

FIH] Ethereal #i3k & 2EAE ping ILFEH Y ARP $&3C, hnamxt ARP #hill ) FRAR, 3
18 ARP R Ck& R, AR ARP 37 SR 4R STH R R ST X 51

=\ SLIOIRBE

Ethereal

=, LRAE

1. M Ethereal 3k />4H

2. TER R 2 A ARP P
. sERD IR

1. M| Ethereal ffi3k4r2H

1.1 S X Ethereal, J83h Ethereal, W& 1 fix:
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K1

1.2 Xf Capture Options Z/NEIHATRE, WK 2 fis:

{@ Ethereal: Capture Options k

BIX
Capture :
Interface: }Bruadcum 440% 10100 Integrated Controller: ‘tDevicelNPF_{EFE4EIC25-EIAFA—£|B

IP address: 192.168.1.189
: Eluffersize:i1 : megahytels)

Capture packets in Eromiscuuus rode

[] Limit each packet to | hytes

[Qaptu re Filter:] | not tcp

[-]

port

Capture Filels) -

File: |

| [Bmwse...]

[] Use multiple files

al IDispIa\,r Qptions

[] Update list of packets in real time

inutels) [] Hide capture info dialog

Mame Resolutian

Stop Capture Enahle MAC name resalution

A |— i Enable network narme resolution
[ ..after \.—‘ ‘ e
O ... after | = | ‘ ST Enahle transport narme resolution

S tar tIRHI IR -1—[— Start ] ’ Cancel

K2

1.3 sy Start 40 aE 3R 20, BB Capture from-- XTiGHE, @1 3 pros
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-Captured Packets

Tatal 260

SCTP I 0.0%
TCP 260 100.0%
Upp I 0.0%
ICMP 0 0.0%
ARP I 0.0%
0SPF 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
1P 0 0.0%
YINES 0 0.0%
Other 0 0.0%
Running 000015

K3
1.4 s5i Capture from--- XPIHHEA Stop FZEH&E i, WK 4 Fiw.

{E’_ Ethereal: Capture from Br... |:||E”z|

Captured Packets
Total 260 % oftotal
SCTP 0 ] 0.0%
TGP 760 [WMBNERN  1000%
UDP 0 Praa=. 0.0%
ICMP 0 ] 0.0%
ARF 0 ] 0.0%
OSPF 0 ] 0.0%
GRE 0 | ] 0.0%
NetBIOS 0 ] 0.0%
P 0 ] 0.0%
VINES 0 ] 0.0%
Other 0 el 0.0%

Running 00014

K 4

1.5 REFHFACR, WA 5 Fs.
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cs3http Ethereal

Eile Edit ¥iew Go Capture Anabze Statistics Help

BEsee cl g Rer»owFs BE QaQ

Filter: l ~ Expression.. Clear Apply
No. . Time Source Destination rotocol | Info
1 0.000000 Dell_17:34:e2 Eroadcast ARP Who has 1582.168.1.17 Tell 152.168.1.18%
2 0.000493 D-Link_2d:00:ch Dell_17:34:a2 ARP 192.168.1.1 is at 00:0F:3d:2d:00:ch
3 0.000504 .168.1.18%9 dns. situ. edu. cn DNS standard guery A www.cS.sjtu.edu.<n
4 0.004618 .situ.edu.cn 192.168.1. 188 DS standard guery response A 202.120.1.155
5 0.012139 L168.1.189 www. €5, sJTU. edu. cn TCP 1161l > http [Svm] Seq=0 Len=0 M55=1460 wS=0 T5v=0 TSER=0
§ 0.015000 LcE.sjtu. edu. cn 192.168.1.189 TCR http = 1161 [5vN, ACK] Seq=0 aAck=1 win=17520 L& MSS=1460 ws=0 TsSv=0 TSER=0
7 0.015031 .168.1.189 www. €5, 5itu. edu. cn TCP 1161 > http [Ack] Seg=1 Ack=1 wWin=8192 Len=0 TSw=94225 TSER=0
8 0. 015084 J158.1.18% www. CS.sjtu.edu.cn HTTP  GET / HTTR/L.1
2] EE T a J
10 0.1259918 cs.sjtu. edu 192.168.1.189 TCP [TcP segment of a reassembled PoU]
11 0.128946 S168.1.18% www. CS.sjtu. edu.cn TCP 1161 > hittp [ACK] Seq=407 Ack=1671 Win=8192 Len=0 TSW=094226 TSER=3484561
12 0.134065 . CS.5)tu.edu.cn 192.168.1.188 TCP [TcP segment of a reassembled PDU]
13 0.138640 LCs.situ. edu. cn 192.168.1.189 TCR [TcP segment of a reassembled PoU]
14 0.138674 L168.1.18% wew. €S, sjtu. edu. cn TCP 1161 > http [ACK] Seq=407 Ack=4567 Win=8192 Len=0 TSW=94226 TSER=3484561
15 0.145553 .cs.sjtu.edu.cn 192.168.1.189 TCR [TCF segment of a reassembled PDU]
16 0.145748 L168.1.18% wew. €5, 2jTu. edu. cn TCP 1162 > http [SYM] Seg=0 Len=0 MS5=1460 wsS=0 TSv=0 TSER=0
17 0.161547 LCs.s5jtu.edu. cn 192.168.1.189 TCP [TcP segment of a reassembled pPouUl
18 0.161589 J168.1.18% www. €5 . sjtu. edu. cn TCP 1161 > http [ACK] Seq=407 Ack=7463 Win=8192 Len=0 TSw=094226 TSER=3484561
13 0.161608 LCs.situ. edu. cn 192.168.1.188 TCR [TCP segment of a reassembled pDU]
20 0.161646 L168.1.18%9 www. €5, 5jTu. edu. cn TCP 1161 = hrttp [ACK] Seq=407 Ack=8911 win=6744 Len=0 TSW=94226 TSER=3484561
21 0.165817 .cs.sjtu.edu.cn 192.168.1.18% TCP [TCP segment of a reassembled PDU]
33 A aaRmEA e eiri adi cn 103 16 1 180 o b o A1ED Fowm  Ame] coneh acbo1 wiEe 1 TEDIA L anoa MES_TARA WS TE_A TEED oM

# Etherng , sro: D-Link_2d:00:c| :0f:3d:2d:00: . Dst: pell _17:34:e82 (00:15:c5:17:34:22)
@ Internet Protocol, Src: wew.cs.sjtu.edu.cn (202.120.1.155), Dst: 182.168.1.18% (182.168.1.185)
® Transmission control Protocol, Src Port: http (80), DSt Port: 1161 (1161), Seq: 1, Ack: 407, Len: 222

[P: 261 D 261 MO

2. FEH R AL A ARP PY

2.1 AH] Summary WS ERERC S I GE TR, RS A 71, T AE AR,
ERIRNEG Bl . Wl 6 Fros.

Ethereal

File
rHame: DATEMPL.ethe x-S 29 S
Length: 194122 byvtes
Foarrmat: libpcap docpdump, Ethereal, etc.a
FPacket size limit: BS5S325 bytes
Tirme
First packet: Z20065-05-21 160052
Last packet: Z006-05-21 160057
Elapsed: oo o0:04
Crapture
Interrace: Broadcorm 440 100100 Integrated Sontroller
Dropped packets: 0O
Capture filter: nottcp port 235849
Display
Drisplay filter: nong
Marked packets: [u]
Traffic Captured Displaved
Between first and last packet 4. 670 sec
Fackets 260
S, pAacketsisec S5 6749
Ao packet size FIO. 000 bytes
Byte= 129924
A, bytesisec 406T7TS. 701
S, MBitrsec o.zz5
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2.2 FIH Statistics SEHHTICT, WK 7 Fiw.

Ethereal: Protocol H

Protocol % Packets Packels Bytes

End Packets

Ethernet 100.00% 189538 0

= Internet Protocol 100.00% 260 189939 0.325 o
= Transmission Control Protocol 100.00% 260 1895939 0325 186 144541 0248
= Hypertext Transfer Protocol 28.46% 74 45398 0072 27 19021 0,022
Line-based text data 3.46% a 7241 0.012 z 2380 0.004
Compuserve GIF 9. 629% 248 168954 0.027 20 11897 0020
JPEG File Interchange Format 0.77% 2 2381 0.004 o a 0.000
Media Type 0.38% 1 801 0.001 o a 0000

K7
Fi. SEIREEK:

LSRR S SR TR
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526 )\ FF Ethereal 434 HTTP Hpil

—. ZBHK

HMH Ethereal i3k — RN TUFT AL AE, G0 G HEA W TSRS Al B, nas
X HTTP PSR BE AR, I WS 3R 7> 4L 70 A AN HTTP P iSO 75 A% 2.

. SEROIE

Ethereal

=, EBAR

1. | Ethereal %441

2. o3 MTH R 3 2 HTTP P340 15
MU, SEHPIR

1. | Ethereal %441

1.1 SEE XN Ethereal, JB3h Ethereal, W& 1 fix:

O it EARE s TR

K1
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1.2 Xf Capture Options ZANEIHATRE, WK 2 .

{@ Ethereal: Capture Options

Capture

Interface: }Elrcuadcom 440x 100100 Integrated Caontraller: ‘tDevice‘LNPF_{EFE4EICZS—9AFA—£|B
IP address: 192.168.1.189

IEluffersize:i1 |5 megatyters)

Capture packets in promiscuous mode

[] Limit each packet to | | hytes
[Qapture Filter:] r'u:ut tep port |B

Capture File(s) - il IDiSpIa\; Qptions

File: | | ’Brnwse...] [] Update list of packets in real time

[ Use multiple files

IE(s) ] Hide capture info dialog

, i 1 MName Resolution

Stop Capture Enable MAC name resolution

Al :‘ e Enable network name resolution
[] .. after i |

[ .. after | : | ‘ inuta(s; Enable transport name resolution

AiES e SR FI TR 4_[_ Start ” —

K2

1.3 M Start 4P aaddisk 24, B Capture from--- XJ1HHE, WK 3 Fos

@i}Ethereal: Capture from Br... :E”‘E

-Captured Packets

Total 260 % oftotal

5CTP 0 0.0%
TCP 260 100.0%
UDP 0 0.0%
ICMP 0 0.0%
ARP 0 0.0%
OSPF 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
IPX 0 0.0%
YINES 0 0.0%
Other I 0.0%
Funning 00:00:15

K3
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1.4 g Capture from--- XJUEHEH Stop #ZH1LE AR A3R, Wk 4 Fios.

{&* Ethereal: Capture from Br... |

-Captured Packets
Total 260 % oftotal
SCTP 0 [ ] 0.0%
TCP 260  [WWMWENE 1000w
UDP 0 oreaRaec 0.0%
ICHP 0 ] 0.0%
ARP 0 ] 0.0%
OSFF 0 ] 0.0%
GRE 0 ] 0.0%
MetBlos 0 ] 0.0%
P 0 ] 0.0%
YINES 0 ] 0.0%
Othet 0 R 0.0%

Running 00:00:15

1.5 B3 gics, WE b .

{@ cs3htt

Ethereal

File Edit Wiew Go Capture Anahze GStatistics Help

Baes oA 8 Qe oF X (BE @aaQ

ol Be

Eitar: | ~ Expression.. Clear Apply
MNo.. | Time Source Destination >rotocal | Info
1 0.000000 pell_17:24:e2 Broadcast ARP who has 102.168.1.17 Tell 192.168. 1 189
2 0.000493 D-Link_2d:00:ch Dell_17:34:e2 ARP 192.168.1.1 is at 00:0F:3d:2d:00:c
3 0.000504 192.168.1.18% dns.sjtu.edu.cn standard guery A www.cs.sjTtu.edu
4 0.004619 dns. situ. edu.cn 192.158.1.188 Standard guery response A 320351501 155
5 0.012139 192.168.1.189 W, €. SITUL edu. cn 1161 > http [5¥N] Seq=0 Len-g MS 460 WS=0 TSv=0 TSE
6 0.015000 www, €5, siTu. edu. cn 192.168.1.188 http > 1161 [S¥N, Aack] seq=0 1 win=17520 Len=0 M= 1460 WS=0 Tsv=0 TSER=0
7 0.015031 192.168.1.183 =

s.situ. edu. cn 1161 > http [ACK] Seq=1 ACk—l WAn-E192 Len-0 Tov54225 TSER-O
] clu. cn S HTTPAL. 1
i T

102.168

ZED

]
129918 www, £5.5]Tu. edu.cn 192.168.1.189 TCP [TCP segment of a reassembled PDU]

10 0.

11 0.129946 192.168.1.18% www. C5. 53t edu. cn TCP 1161 > http [ACK] Seq=407 Ack=1671 Win=81%2 Len=0 T5v=94226 TSER=3484561
12 0.134069 WAL C5 s]tu edu.cn 192.168,1.189 TCP [TcP segment of a reassembled PpU]

13 0.138640 www, C5.SiTu. edu. cn 192,168, 1,188 TCP [tcp segment of a reassembled pPoul

14 0.138674 192.168.1.189 W, €S, SITU. edu. cn TCP 1161 > http [ACK] 5eq=407 Ack=4567 Win=8192 Len=0 T5V=94226 TSER=3484561
15 0.145553 www, 5. sJTu. edu.cn 192.168.1.180 TCP [TCP segment of a reassembled PDU]

16 0.14974% 192.168.1.1838 www. Cs. 53t edu. cn TCP 1162 > http [S¥N] Seq=0 Len=0 MS5=1460 W5=0 TSW=0 TSER=0

17 0.161547 www. €5, 5iTu. edu.cn 192.168.1.189 TCP [TCP segment of a reassembled PDU]

18 0.161589 192.168.1.18% www. €. 53t edu. cn TCP 1161 > http [ACK] Seq=407 Ack=7463 Win=81%2 Len=0 TSV=94226 TSER=3484561
19 0.161608 www. 5. sjtu. edu.cn 192.168.1.189 TCP [TcP segment of a reassembled PDU.

20 0.161646 152.168.1.18% www. <5, $JTU, edu. cn TCP 1161 > http [Aack] sSeq=407 Ack=8%1l win=6744 Len=0 Tsv=94226 TSER=3484561
21 0.165817 ww. €5 SiTu. edu.cn 192.168.1.189 TER [TCP segment of a reassembled PDU]

33 A 1ARREA weamr e et adi on 103 AR 1 120 o Frrn w A163 Fown Akl Soned acbod win 17834 1 anof MES_1ARA WE_A TEU—A TEEO_A

® Ethernet II, src: D-Link_2d:0 (00:0f:3d:2d:00:ch), DsT: Dell_17:3 oo
® Internet Protocol, Src: www.cs.sjtu.edu.cn (202.120.1.155), Dst: 192. 168 i 189 (192 168 1 189)
@ Transmission control protocol, src port: http (80), bst Port: 1161 (1161), seq: 1, Aack: 407, Len: 222

[Frame frame), 266 hvt&s [F261 D 261 M:0

K5

S NT AR R HTTP Bl 4n s

2.1 FIH Analyze 5. Summary 73 #Tic%. W 6 Aw.
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File
Farme: DATEMPLathe =20 S 20
Length: 194122 byvtes
F arrmat: libpcap decpdurmp, Ethereal, etc )
Facket size limit: BESS25 bwvie=s
Tirme
First packet: Z2006-05-21 16:00: 52
Last packet: Z2006B5-05-21 1 6:00: 57
Elapsed: oo:00:04
Capture
Interface: Broadcorm 440x 1001 00 Intedgrated Controller
Ciropped packets: O
Tapture filter: nottcp port 2229
Cisplawy
Display filter: none
fMarked packets: (u}
Traffic Captured Displaved
Between first and last packet 4 670 sec
Facket=s ZB0
Ao, packetsisec S5 65749
Aoaod). packet size FRO.OO0O bytes=s
Bvite s 1299329
Aaon. bytesrsec 406675 701
Ao, MBitsec 0.325

%] 6

2.2 FJH Protocol Hierarchy Statistics (Tl 2R GE1H) ME XML G
e Wk 7 B,

Protocol erarchy Statist

% Packets Fackets Bytes mbitts  End Packetsz End Bytes  End Mhbit's

Ethernet 100.00%: 260 189939 0.325 u] u] 0.000
= Internet Protocaol 100.00% 260 18898349 0.325 a a o.ooo
= Transmission Caontrol Protocaol 100.00% 260 188838 0325 186 144541 0.248
= Hypertext Transfer Protocol 28.46% 74 45398 0078 ar 19021 0033
Line-bhased text data 3 46% 9 7241 0012 2 2380 0004
Compuserve GIF 962% 25 15954 0.027 20 11897 0.o0z20

JPEG File Interchange Format 0.77% 2 2381 0.004 u] [u] 0.000

Media Type 0.28% 1 01 0.001 u] a 0.000

K7
Fi. SEIREEK:

LS TR T BRI S S IR TR
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